NHO®OPMALIMOHHAS TIAMSITKA
JUISI OBYYATOIIUXCS 1J151 PASMEIEHUS
HA OPUIUAJIBLHBIX THTEPHET-PECYPCAX

C KaXJIbIM TOJAOM MOJOACKHN B MHHTCPHETC CTAHOBUTHCA 6OJ'H>IH€, a
IMKOJbHHUKHU OJHH M3 CAaMbIX AKTHUBHBIX MOJIb30BaTeICH PYHeTa. Me;ley TCM,
IIOMHMO OI'POMHOI0O KOJIMYCCTBA BOBMOX(HOCTeﬁ, HHTCPHCT HCECCT U HpO6HeMBI.
OTa namsaTKa JOJIDKHA IIOMOYb TeOe Oe30I1acHo HaxXoaUTbBCA B CCTH.

KomnbioTepHbie BUPYCHI

KoMIIbIOTEpHBINT BHPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX MPOIPAMM,
OTJIMYUTEIBHOW OCOOEHHOCTBIO KOTOPOM SIBJIIETCS CIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHI MOT'YT HOBPEIUTH WM MOJHOCTHIO YHUUYTOKUTH
Bce (hailiibl U JaHHBIE, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro ObLia
3alyIIeHa 3apa)K€HHas NporpaMMa, a TAKXKE MOBPEIUTh WM AK€ YHHUYTOXKHUTH
OTEpallMOHHYI0 CHCTEMY CO BceMHU (aiiiamu B LeJIoM. B OOJIbIIMHCTBE CllydaeB
PaCIpPOCTPAHSAIOTCS BUPYCHI U€pE3 UHTEPHET.

MCTOI[BI 3alIUTBI OT BPpEAOHOCHLBIX ITPOTpaMM:

1. Mcrionp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHb 3AIIUTHI OT BPEJOHOCHBIX MTPOrPaMM;

2. IlocrossHHO ycTaHaBiauBail mnadyTH (UKM(pPOBBIE 3aIUIaTKH, KOTOpPHIE
ABTOMATUYECKU YCTAHABIMBAIOTCS C LIEJbI0 JOPabOTKH MPOTPaMMbl) U JIpyrue
OOHOBJICHHSI CBOEH oOmnepalMoHHOM cuctembl. CkaduBaii WX TOJBKO C
opunmansHoro caiita paspadorunka OC. Ecam  cymecTtByeT  pexum
aBTOMAaTUYECKOT0 OOHOBJICHUS, BKJIIOUH €r0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE IOJ MpaBaMU IOJIb30OBATENs, a HE
aAMMHHUCTpaTOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpaMM
MHCTAJUINPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Wcnonp3yid aHTUBHPYCHBIC IPOTPAMMHBIC TPOIYKTHI  M3BECTHBIX
MIPOM3BOJIUTENICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Ol"paHI/I‘IB (1)H31/I‘ICCKI/II‘/’I AOCTYII K KOMIIBIOTEPY JJIA TOCTOPOHHUX JIMII;

6. Wcnonb3yil BHELIHWE HOCUTENM MH(POpPMAlUM, TaKUe Kak (QIelika, AUCK
wid (aiia U3 UHTEPHETA, TOJBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBali KOMIIbIOTEpHbIE (ailyibl, MOJYyYEHHbIE M3 HEHAEKHBIX
HUCTOYHUKOB. Jlaxke Te (ailyibl, KOTOpbIE MPUCIIA TBOM 3HAKOMBIN. Jlydle yTouHu
y HEro, OTIIPaBJIsUI JIU OH TeOe uX.

Cern WI-FI



Wi-Fi - 3T0 He B mepeaaun NaHHBIX, HE TEXHOJOTHSA, a BCETro JIUIIb OpeH[,
mapka. Eme B 1991 rony HuaepnaHickasi KOMIIAHUSI 3aperucTpupoBaia OpeH[l
"WECA", uto o6o3Hauano cnoBocouetanue "Wireless Fidelity", xoTopsiii
nepeBoAUTCs Kak "OecnpoBOAHAs TOYHOCTD'.

Jlo Hamero BpeMeHu Jouuia apyras ad0peBuaTypa, KOTopas SBIISIETCS TaKOU
e TexHojoruei. Jto abbpematypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JaHO C
HAMEKOM Ha CTaHAapT BbIcHIied 3BykoBoM TexHuku Hi-Fi, uro B mnepeBone
O3Ha4aeT "BBICOKAsI TOUHOCTH'.

Jla, OecriiaTHBIM WHTEPHET-IOCTYN B Kade, OTEIAX M adporopTax SBIISCTCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpPHET. HO MHOTHE SKCIEpPThI CUMTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He SBIAOTCS 0€30MacHbIMHU.

CoBeThl 10 6€30MacHOCTH pabOThI B 0011I€IOCTYTHBIX ceTsx Wi-fi:

1. He nepenaraii cBoro JnuHyr0 uHpopMaluio depe3 obimienoctynubie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOJWTH MAPOJIH JTOCTYIIA, JIOTHHBI M KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISIA aHTUBUPYCHBIE MpOorpaMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacuIllb ce0sl OT 3aKauKHU BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun pyskiuto "O6mmii noctyn K daitnam
u npunTepam". JlaHHas (QyHKIMS 3aKpbITa MO YMOJIYAaHHUIO, OJHAKO HEKOTOpPHIE
MOJIb30BATENIM AKTUBUPYIOT €€ I Y00CTBA UCIIOIB30BaHUs B paboTe uiu ydede;

4. He wucnonb3yét nyOonumuneii WI-FI ans mepegaum JuUYHBIX JTaHHBIX,
Hanpumep Ui BBIX0JA B COLIMATIbHBIEC CETH WJIM B JJIEKTPOHHYIO ITOYTY;

5. Wcnonp3y#t Tonapko 3ammuieHHoe coequnenue yepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B mobmibHoM Tenedone otkimoun Qynkuuio "llogkmouenue k Wi-Fi
aBTomatuuecku'". He momyckaii aBTOMaTHM4E€CKOTO MOJKIIOUYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConuajbHble CeTH

ConnanbHbIC CETH aKTUBHO BXOJIST B HAIly KU3HB, MHOTHE JIFOAU PabOTAIOT U
KUBYT TaM TMOCTOSIHHO, a B Facebook yxe 3apernucTpupoBaH MWLIHAP YETOBEK,
YTO SIBIASETCS OJHOM CeAbMOM BCEX KUTEJIEH ILIaHeThl. MHOTHE MOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(OpMamus, pa3MeIieHHAas UMH B COIMAIBHBIX CETSIX, MOXKET
ObITh HalJilcHA W HCIOJb30BaHA KEM YIrOJIHO, B TOM YHCJI€ HE 00s3aTEIbHO C
OJIaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI M0 0E€30MaCHOCTH B COLIMATBHBIX CETAX:



1. Orpannyp cnivcok Apy3eil. Y Te0s B Apy3bsiX HE JOJIKHO OBITh CIIyYalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuminai cBO 4acTHYIO *u3Hb. He yka3biBail maponu, TenedoHsl, agpeca,
JaTy TBOErO POXKIEHUS WU JAPYTyl0 JTUYHYI0 HH(POpPMAIUIO. 3I0yMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jaxe HWH(GOpPMAIMI0O O TOM, KaK Thl MU TBOM POAUTENH
IUTAHUPYETE MPOBECTU KAaHUKYJIbL;

3. 3aimuinaii CBOI0 pemyTaluio - AEPKU €€ B UHUCTOTE U 3ajaBail cebe BOIpocC:
XOTeJl OBl Thl, YTOOBI JPYrue TOJIb30BATEIM BUJICNIH, YTO Thl 3arpyxaemib?
[Togymaii, mpexxie ueM 4TO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecau TBl TOBOpPHULIB C JIKOJbMH, KOTOPBIX HE 3HAECUIb, HE UCIIOIB3YU CBOE
peanbHOE UMS U JIPYTyIO JIMYHYIO MH(OpMALUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. N36erait pasmenienus gororpaduii B IHTEpHETE, e Thl U300paKEeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OTPEIEITUTh TBOE MECTOIOJIOKCHUE;

6. Ilpu perucrtpauuu B COIMATBLHOH CE€TH HEOOXOAUMO UCIIOIb30BATh

CJIO’KHBIE TIAPOJIU, COCTOSAIIME U3 OYKB U IIU(p U ¢ KOJIMUYECTBOM 3HAKOB HE MEHEE
8;

7. [ns  commanbHOW ceTH, MOYTHI H JIPYTUX CAWTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble maposid. Torja eciu Teds B3JIOMAaIOT, TO 3JI0YMBIIIJIEHHUKN
II0JIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

BHeKTPOHHLIe JACHbI'N

DONeKTpOHHBIE JEHBIM - ATO OYE€Hb YJOOHBIN CHOCOO TMIIaTeXeHl, OTHAKO
CYLIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh ITU JCHBIU.

3J’IGKTpOHHI>Ie JCHBI'N IIOABHUJINCH COBCCM HCAABHO M MMCHHO H3-3a 3TOI'O BO
MHOTI'HX I'OCyaapCTBax A0 CUX IIOp HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHr pyHKIIMOHUPYIOT M 0 HUX YK€ IMPOIKMCAHO B 3aKOHE, T/Ie MX
pa3AeisaioT Ha HECKOJBKO BUJIOB - AaHOHUMHBIC M HE aHOHMMHBbIE. PazHuIla B TOM,
YTO aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAUTH omeparuu 0e3
UACHTU(DUKAIIIY TTOJIH30BATENSI, @ B HEAHOHUMHBIX MJICHTU(DHUKAINS TIOTH30BATEIS
SIBJISIETCST 00S3aTEIILHOM.

Taxxe craemyer pasiauuaTh dSJIEKTPOHHbIE (UaTHBIE JCHBIU (paBHBI
rOCy/IapCTBEHHBIM BajJlOTaM) M JJICKTPOHHBIE He(dUaTHBIE IEHBIM (HE pPaBHBI
rocyJAapCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI IO 0€30MacHOM paboTe C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsku K cueTy MOOMIIBHBIN TenedoH. ITO caMblii yAOOHBIA U OBICTPHIiA



crocod BOCCTAHOBHUTH JNOCTYI K cueTy. [IpuBsizanHbIi TenedoH MOMOXET, eciu
3a0y/elb CBOM IJIATEXHBIM NApojb WM 3aiJellb Ha CalT ¢ HE3HAKOMOI'O
YCTPOMCTBA;

2. Hcnonws3yil onHOpas3oBble maponu. l[locrme mepexona Ha yCHUIICHHYHO
aBTOpHU3alUI0 Tebe yke He OyAeT yrpokaThb OMACHOCTh KpakKH WJIM IepexBaTa
MJIaTEKHOTO MapOJIs;

3. BeiObepu cnoxHblii maposib. IIpectynmHukam Oyner HE MpPOCTO yrajaaTh
CJIOXHBIN napoib. Hamexubie mapoau - 3T0 Mapoiid, KOTOpble COJAEPKAT HE MEHEe
8 3HAKOB W BKJIOYAIOT B CE€OSl CTPOUYHBIE U NPOIMHUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HaK J0Juiapa, (pyHTa, BOCKIUIATEIbHBIA 3HAK U
T.11. Hanpumep, $tROng!;;

4. He BBOJY CBOM JIMYHBIE JAHHBIC HA CATaX, KOTOPHIM HE JOBEPSIEIb.
JJIeKTPOHHAs OYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJOTHUS W MPEJAOCTaBISIEMbIE €10 YCIYyTH IO
MEPECHUIKE M MOJYYCHHUIO dJIEKTPOHHBIX COOOIIEHUH, KOTOPHIE pacpEICIIIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO JJICKTPOHHBIH TIOYTOBBIM SIIUK BBITJISIUAT
CIeAYIOIIUM 00pa3oM: UMs_TOJIb30BaTeNA(@uMs_JIoMeHa. Takxke KpoMe nepeiadu
MPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh NepeaBaTh (hanbl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTE C IEKTPOHHOM MOUYTOM:

1. Hamo BwIOpaTh mpaBUIBHBIN TOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIEe TOBEPSTH TEM,
KOT'0 3HAeIlllb U KTO NIEPBBIM B PEUTHHTIE;

2. He yka3wiBait B TU4HON mo4Te JUyHyr0 mHbopmaruio. Hapumep, mydre
BbIOpaTh "My3bIKaIbHbIN (panat@" unum "pok2013" BmecTo "Temal3";

3. Mcnonp3yil IBYX3TalmHYH aBTOPH3aLMI0. JTO KOrJa HNOMHMO HapoJis
HY>KHO BBOJUTB KOJI, ITPUChUIaEMbIi 10 SMS;

4. BeiOepu CIOXKHBIM Mapob. [ KakI0ro MOYTOBOTO SITUKA JTOJKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJb;

5. Ecnm ectb BO3MOMKHOCTH HalKcaTh CaMOMYy CBOM JIMYHBIM BOIIPOC,
WCTIOJIb3YH1 3TY BO3MOXHOCTb;

6. Hcrmonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIii 11 YacTHOM
MEPENUCKU C aApecaTaMu, KOTOPbIM Thl JOBEPSIENIb. JTO AJIECKTPOHHBIA aApecC HE
HaJI0 UCIOJIb30BATh MPU PETUCTPAllUU HA POopyMax U CalTax;

7. He oTkpwiBaii Qaitibl u Apyrue BIOKEHHS B MUCHhMax, Jaxe €CIU OHU
OPUIIUIK OT TBOUX JApy3eu. Jlyulie yTo4Hu y HUX, OTHPABIISUIM JIU OHU TeOE 3TU



(aiinbr;

8. Ilocme oxoHuaHus pabOThl HA IOYTOBOM CEpPBUCE IEped 3aKphITHEM
BKJIAJIKM C CAiTOM He 3a0y/1b Ha)kaTh Ha "Beriitu".

Kun6epOy1jimHr Wi BUPTyajibHOE U3/1€BATEIbCTBO

KubepOymmuHar - mpeciefoBaHHE  COOOIICHUSIMH,  COJEp KalluMU
OCKOpOIIeHus, arpeccuro, 3aIyTHBAHHE; XYJIUTaHCTBO; COILIMATIbHOE
OOMKOTHPOBAHHUE C TOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KMOEPOYIITMHTOM:

1. He 6pocaiics B 60it. JIyummuii crmoco6: mocoBEeTOBAaThCS KaK ce0si BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHAYalle yCIIOKOUTHCS. Eciau ThI
HaYHEIIb OTBEYaTh OCKOPOJCHHWSIMH Ha OCKOPOJICHHS, TO TOJBKO eIe OOoJbIle
pa3oXxKenb KOH(PIUKT;

2. Ynpasnsii cBoel kudeppenyrauuei;

3. AHOHUMHOCTh B ceTM MHUMasg. CylIeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 3a AHOHMMHBIM aKKayHTOM;

4. He croutr BecTH XyJnuraHckuid oOpa3 BHUpTyallbHOM >ku3HU. MHTepHer
(¢ukcupyeT Bce TBOM JAEWUCTBHUA M COXpaHsSET MX. YJaIUTh UX Oyner KpaiiHe
3aTPYHUTEIIBHO;

5. CoOmroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit eaunuunblii HeratuB. OJHOPA30BbIE OCKOPOUTEILHBIC
cooOlIeHusl Jyuiie UrHopupoBaTb. OOBIYHO arpeccusi MpeKpallaeTrcs Ha
Ha4vaJIbHOM CTaJlUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKM OTIIPaBKH COOOIICHUH C
OTpeJIeJICHHBIX aJpECOB;

8. Ecnu Th1 cBuaerens kubepOyinunra. TBou AeMCTBUS: BBICTYIUThH MPOTHB
npecieioBaTeNs, MoKa3aTh €My, 4TO €ro JEHCTBUS OLIEHHWBAIOTCS HEraTHBHO,
HoJJepXkKaTh JKEPTBY, KOTOPOH HYy)KHA IICHXOJIOTMYECKAasi IOMOIb, COOOIINUTH
B3pPOCIIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIH TeaedoH

CoBpemeHnHbIe cMapT(HOHBI U TUIAHIIETHI COAEPKaT B ce0e BIIOJIHE B3POCIbIi
GyHKIIMOHAN, W TEmeph OHM MOTYT KOHKYPHPOBaTh CO CTAaIllMOHAPHBIMHU
KoMIbloTepamu. OJIHAKO, CPEJICTB 3aIIUTHI ISl MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX [MPOUCXOJUT HE Tak



WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTrcss 1 MOOMIIBHBIX TIPHIIOKCHHM.

CoBpeMeHHbIe MOOUIIBEHBIE Opay3ephl y)Ke MPAKTHUECKH TIOTHAIA HACTOJIbHBIC
aHaJoTH, OJHAKO pacmupeHue (¢QyHKIMOHANA BJEYEeT 3a COO0OM OOJbIIYIO
CJIO)KHOCTh ¥l MEHBIITYIO 3aIHIICHHOCTb.

IL':U'IGKO HC BCC IMPOHU3BOAWTCIIN BBIITYCKAIOT 06HOBJ’I€HI/IH, 3aKpbIBAONINEC
KPUTUYCCKUC YA3BUMOCTHU IJII CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI 7151 0€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He sBnsieTcss mo-HacToseMy OecruiaTHbIM. Byas octopokeH, Belb
Korja Tede mpeajararoT OecIIaTHbIi KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIATHBIE YCIIYTH;

Hywmaii, mpexae dyem oTnpaBuTh SMS, ¢hoTo win Buaeo. Thl TOUHO 3HACIIIb,
re OoH’ OyJyT B KOHEUHOM UTOTE?

Heobxoammo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOET0 CMapT(hOHa;
Hcrnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JISI MOOMIIBHBIX TEIE(POHOB;

He 3arpyxail mpuioxeHHs OT HEHW3BECTHOI'O MCTOYHHKA, BEb OHH MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCTIeYeHUE;

[Tocne Toro Kak ThI BBIWJEHIL C CalTa, TJe BBOAWI JUYHYIO HWH(OpMaIuio,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepronnuecku mpoBepsid, KaKUE IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBoil HOMEp MOOWIBHOTO TejedoHa TONBKO IOJAM, KOTOPBIX ThbI
3HaCIIb U KOMY JIOBEpSELIb;

Bluetooth pomkeH OBITH BBIKIIOUEH, KOTJa Thl MM HE mMoJib3yemibcs. He
3a0bIBail KHOT 1A MPOBEPATH 3TO.

Online urpst

CoBpeMEHHbIE  OHJAMH-UTPBl - O3TO  KPAacOYHbIE, 3axXBaThIBAIOLLINE
pa3BiieueHus, OOBEIUHSIONINE COTHH THICSY YENIOBEK MO Bcemy Mupy. Urpoku
UCCIIEAYIOT JaHHBIM MM MHp, OOLIAIOTCSA APYT C IPYrOM, BBIIOJHSIOT 3a/aHus,
CpakaloTCsl ¢ MOHCTPAMHM M IMOJYYarOT OMBIT. 34 YJAOBOJILCTBUE OHU IUIATAT:
HOKYTAOT JUCK, OIUIAUMBalOT A0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OILUH.

Bce sty cpeacTBa uayT Ha mojepKaHUE U PA3BUTHUE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPHU3AIIMH, BBITYCKAIOTCS HOBBIE
naTuu (Lu@poBbIe 3aIIaTKU ISl POTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B mono0HBIX HTpax CTOUT OMacaThCsi HE CTOIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AITUU OOJIBIITMHCTBA
urp.

OCHOBHBIE COBETHI IT0 0€301TaCHOCTH TBOETO HUI'POBOI0 aKKayHTa:

1. Ecnu npyroi urpok BeneT ceOsi MIIOXO0 WM CO3/JaeT Te0e HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyics agMAHHUCTPATOPaM UIPHI HA IUIOXOE MOBEACHUE 3TOTO0 UIPOKA,
JKEJIATEIbHO NPWIOKNATH KAaKUE-TO TOKA3ATEIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii muunyto nHGOpMaIIMio B Ipodaiiie urpsi;
4. YBaxail Ipyrux y4aCTHUKOB 10 UI'PE;

5. He ycranapnuBaii Heo(puImaabHbIE TATYU U MOJIBI,

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [1oka Tl urpaeis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIINHT WA Kpaika JIHIHbIX JaHHbIX

OObIYHOM Kpaskel JeHeT U JOKYMEHTOB CErOJHS y>K€ HUKOTO He YAUBHIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTMM 3JIOYMBIIUICHHUKA IEPEMECTWINCh B
UHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIETIOM.

Tak mnosiBuiIachr HOBas yrpo3a: HHTEPHET-MOUIEHHUYECTBA WM (DUIIUHT,
rJIaBHAs 1€db KOTOPOrO COCTOMT B MOJYYEHUU KOH(PUACHIMAIbHBIX JaHHBIX
N0JIb30BaTeNIeH - JTOTMHOB U maposieid. Ha anrnmiickom s3bike phishing uurtaercs
kak ¢pumuHr (ot fishing - peiOHas noBis, password - mapob).

OcHOBHBIE COBETHI IO 0OPHOE € (PUILTUHTOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecim Thl moxo3peBaeuib, 4YTO TBOS aHKETa
Oblla  B37IOMaHa, TO HEOOXOAMMO  3a0JIOKUpPOBATh €€ U COOOIIUTh
aIMUHUCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. WUcnonw3yii Oe3omacHble BeO-CailThl, B TOM YHCJI€, UHTEPHET-Mara3uHoB 1
ITOUCKOBEIX CHCTEM;

3. Ucnonb3yil ciloOXHbIE W pa3Hble Mapoyn. TakuM o00pa3oM, eciau TeoOs
B3JIOMAIOT, TO 3JIOYMBINIUICHHUKHA TOJy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3IOMald, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbl y T€OsS B JIpy3bsiX, O TOM, UTO T€Os B3JIOMAJIU H,



BO3MOYHO, OT TBOETO UMEHH OYJIET PacChUIATHCS CIIaM M CChUIKH Ha (YUITUHTOBBIC
CaUThI;

5. YcranoBu Haaexuslii napois (PIN) Ha MoOunbHBIHM TeneoH;
6. OTKIIIOYM COXpaHEHHE MapoJsi B Opaysepe;

7. He oTkpwiBail (aitnibl U Apyrue BIOKEHUS B MUChMax, JakKe €CIU OHU
NPUIIUIK OT TBOUX JApy3ed. Jlyule yTo4yHu y HUX, OTOPABIISUIM JIU OHU TeOE 3TU
(aiibl.

Mudposas penyrauus

[udposas penyTanus - 5T0 HEraTUBHAS WJIU NO3UTUBHAS UHGOPMAIIUS B CETU
o tebe. Komnpomerupytomas uHdopMaius, pa3MeilleHHass B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30oM OTpa3UThCs Ha TBOEH peanbHON Kku3HHU. "lludposas
penyTanus" - 3T0 TBOM UMUK, KOTOPbIN GopMupyercs u3 nuHpopmaiuu o Tede B
UHTEPHETE.

TBoe MmecTo KHNTCJIbCTBA, yqe61>1, TBOC (bl/lHaHCOBOG ITOJIOKCHHC, 0COOCHHOCTH
XapaKkTepa U pacCKa3bl O OJIM3KUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue NOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K TYOJHMKAIlMH JTUIHON
uHpopMaiuu B MIHTepHETE, HE MOHMMAasi BO3MOXKHBIX mocieacTBuil. Thl gaxe He
CMOJXKEIIIb JTOTaaThCsa 0 TOM, 4To (ororpadusi, pa3MenieHHas 5 JeT Ha3aj, craia
MPUYUHON OTKa3a MPUHATH TEOs Ha padoTy.

KommenTapuu, pasmenienue tBoux ¢otorpaduil U apyrue AeMCTBUS MOTYT
HE HMCYE3HYTh NaX€ IIOCIE TOr0, KaK Thl MX YJAIWIIb. bl HE 3HAEllb, KTO
COXpaHMJ 3Ty HH(pOpMAIMIO, I[oMNaja JU OHa B TIOUCKOBBIE CHCTEMBI U
COXpaHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYyMAaloT O TeOe OKpy’Kalollue JIIOJH,
KOTOpbIE HAUAYT M YBUIAAT 3T0. HaliTh nH(OpMaLMi0 MHOrO JIET CIYCTS CMOYKET
JTr000H - Kak U3 10OpBIX MOOYXKIEHUH, TaK U C HAMEPEHUEM NPUYUHUTD Bpe. ITO
MOKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI I10 3aIIUTE HU(PPOBOH peryTaLNU:

1. [Tomymaii, mpexxae yeM 4To-To IMyOJUKOBaTh U MepeaBarh y ce0s B Omore
WK B COIMAJILHOM CETH,

2. B nHactpoiikax mpoduis yCTaHOBH OTpaHUYEHHUS Ha IMPOCMOTP TBOETO
npoduiIsl U ero CoAEPKUMOro, caeaal ero ToabKo "ist apyseit'”;

3. He pa3memiait u He yka3bpiBail HH(POPMAIIMIO, KOTOPasi MOXKET KOTro-Tu00
OCKOPOJISITH WJIN OOUKATh.



ABTOpCKOe NPaBo

CoBpeMEHHbBIE IIKOJIBHUKH - AaKTUBHBIE IMOJIb30BAaTeNN  LHU(PPOBOTO
npoctpancTtBa. OJHAKO [aJeKO HE BCE 3HAIOT, YTO MOJb30BAHWE MHOTMMHU
BO3MOXHOCTSIMU ~ LM(ppoBOro  Mupa TpeOyeT  coONIOAECHHS  TpaB  Ha
MHTEJUICKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun "uHTEINIEKTyallbHasi COOCTBEHHOCThH'" OTHOCUTCA K Pa3IuYHBIM
TBOPEHHUSIM UEJOBEYECKOTO YMa, HauMHAas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HavaroMKUX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBasg KHUTAMH,
dotorpadgusiMu, KHHODUIEMaMHU U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE MpaBa - 3TO IMpaBa HA HHTEIUIEKTyalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIIAOT B
KayeCcTBE TapaHTUU TOIO, YTO HHTEIUIEKTYaJIbHBII/TBOPUECKUI TPYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTU 3apaboTaTh Ha
pe3ylbTaTax CBOEro TpyAd, MOJYYUTh W3BECTHOCTh W mNpu3HaHue. Hukro 0Oe3
paspelieHuss  aBTOpa HE  MOXET  BOCHPOM3BOJMTL €0  IPOU3BEICHMUE,
pacupocTpaHsiTh, NyOJUYHO JIEMOHCTPUPOBATH, IMPOJaBaTh, HMIIOPTUPOBATH,
yCKaTh B MPOKAT, IyOJMYHO HCIOJIHATH, MOKAa3bIBATh/UCIOIHATE B 3QUpe WU
pasmemars B MHTEpHETE.

Hcnonb3oBanue "mUpaTckoro” NporpaMMHOIO 00ECIEYeHUs] MOXKET PUBECTH
K MHOTMM PHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HejlerajgpHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIErajibHble M O€CIJIaTHbIE MPOTPaMMBbl, KOTOPBIE
MO>XHO HANTHU B CETH.

O noprane

CereBUUOK.p( - TBOI IIaBHBINA COBETYHK B CETH. 31€Ch Thl MOXEIIb Y3HATH O
0€30MacHOCTH B CETHU TMOHSATHBIM M JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUH
KPUTUYECKON CHUTyallud OOpaTHTHCS 3a COBETOM. A TaKk)Ke MPUHATH ydacTue B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPAKIAHUHOM!



